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DISCLAIMER

This work of authorship and those incorporated herein were prepared by Contractor as accounts of work sponsored by an agency of the United
States Government. Neither the United States Government nor any agency thereof, nor Contractor, nor any of their employees, makes any warranty,
express or implied, or assumes any legal liability or responsibility for the accuracy, completeness, use made, or usefulness of any information,
apparatus, product, or process disclosed, or represents that its use would not infringe privately owned rights. Reference herein to any specific
commercial product, process, or service by trade name, trademark, manufacturer, or otherwise, does not necessarily constitute or imply its
endorsement, recommendation, or favoring by the United States Government or any agency or Contractor thereof. The views and opinions of
authors expressed herein do not necessarily state or reflect those of the United States Government or any agency or Contractor thereof.
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Common Technologies
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Scope
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Security principles
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Risks

= G)\




Introduction of new hardware
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Eavesdropping (sniffing)
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Unauthenticated
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Denial of service (DoS)

v




Evolution of wireless security

6 Y 4
- _
(
"
"
DO
¢




Static network configuration




Disable SSID broadcast
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MAC filtering
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Wired Equivalent Privacy (WEP)




Wi-FI1 Protected Access (WPA)
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Wi-F1 Protected Access 2 (WPA2)
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Virtual Private Network
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Wireless VPN diagram
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Wireless Intrusion Detection and
Prevention System
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Conclusion
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Questions?
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